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CYBERSECURITY: EQUIP YOUR
ORGANIZATION TO DEFEND,
DETECT, AND RESPOND TO
CYBER THREATS
From early-stage companies preparing for a first product launch, to organizations
completing clinical trials, to longstanding global manufacturers, no company anywhere in
the world can avoid cyber threats without implementing and institutionalizing information
security management best practices.
Employee, customer, patient, and company confidential data is collected, processed,
and stored for a multitude of purposes, both within organizations and externally through
the third parties that provide support and services, as well as the connected nature of
products or other patient interactions. All of this information must be protected from
the potential of unwanted or unlawful access, theft, or modification.
A robust cybersecurity management program will align with local or international
security frameworks, including the International Organization for Standardization and the
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International Electrotechnical Commission (ISO/IEC) and the National Institute of Standards
and Technology (NIST), to prevent, detect, and respond to suspected cyberattacks.

Without such a program in place, organizations take serious risks, including:
•• Regulatory fines for breaches/lack of notification (General Data Protection
Regulation, Health Insurance Portability and Accountability Act, California
Consumer Privacy Act, etc.).
•• Reputational harm from negative news surrounding breach and loss of
consumer trust.
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Likewise, information security also should be delineated from the information architecture, which
focuses on the structural design and use of data, not how to protect it.
A thorough cybersecurity risk assessment will review existing policies and procedures to 1) identify
potential risks and critical gaps, 2) prioritize how and when to address each, and 3) develop a strategic
road map for future enhancements. The assessment will also help to describe the types of measures to
implement, which may include:
•• Initiating employee awareness training on best practices and measures.
•• Establishing responsibilities and assigning owners for information security within your organization.
•• Creating an Information Security Policy to emphasize to employees the importance of protecting personal and
confidential data.
•• Implementing an Incident Response Plan so you can receive, evaluate, and respond to suspected incidents, as well
as meet obligations for data subject and regulator notification.
•• Developing a strategic road map for future framework enhancements.

HOW NAVIGANT CAN HELP
Whether you need an assessment of a more mature information security program or help
with developing an initial framework to start a program, Navigant supports clients in
assessing and implementing cybersecurity programs based on international standards
through our collaborative expertise in compliance, data management, and security.
Navigant works with clients to develop best-practice frameworks, providing an
understanding and appreciation for identifying and managing cybersecurity risks, and
creating policies and procedures that serve as the foundation on which information security
programs can grow and scale in the future.

Cybersecurity: Internationally Recognized Standards
The global standard ISO/IEC 27001:2013 specifies the requirements for establishing,
implementing, maintaining and continually improving an information security
management system within the context of the organization.
The Cybersecurity Framework from NIST provides best practices for computer security,
including information security measures and controls to identify, assess, and manage
cyber risk. Currently, organizations in more than 30 countries voluntarily follow NIST.
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